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Personvern, manipulasjon og tillit

Gro Mette Moen, @grommoen

#deceivedbydesign m
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Dark patterns

“...features of interface design crafted to trick users into
doing things that they might not want to do,

but which benefit the business in question.”

Kilde: Darkpatterns.org



4 Hotels.com 0203 027 8146 ©

Hotel Deals Packages Grou @ Sygnin & Account »  Hotels.com™ Rewards  Your bookings

List your property  Cookie Policy

Why book with us?

v Hotels.com dossn't charge
cancoliation foes

v Price Guarantee

MORE
THAN THE
GOOD LIFE?

JOYTHE Mg
N LEASURES Y
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Phevence
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Unlock instant savings with Secret Prices!
Seo prices drop Instantly and save up % 40%

Brook Hotel V Just added

5254 Stamiced Brook Rood, London, England, WE GXL. United Kingdom

@ Hammersmith and Futham Superb 9.0
* 52 mies 1 Ciy contre 2 Hotels.com guest
« 8.9 mies 1o Moathvow Arport (LHR) reviews

@ Collect nights

Georglana's Guest House W Just added

2 Cresford Road, Hammeesmith and Fulham, London, England, SWE 2AM, Unted Kingdom

@ Haveerseimn and Fulnam
« 3.5 mies 1o City contre
« 11 miles 10 Heathrow Alrport (LHIR)

© Collect nighss

Exceptional 10.0
1 Hotals.com guest
review

® Loved by guests
A 2E), Unitad Kingdom

@ wostEng

14 miles % Heatrow Alport (LHIR)

© Collect nighss

5" ologance with stunning River views
Mistory meets kowry on London's
Embankment. Experience sward-winning

Rernoon Sea, stylish bar, beunch on The
Terrace. Free WiF

The Chesterfield Mayfair (Last booked 16 hours ago)
35 Charies Swest, London, England, W1J SEB, Unied Kingdom

@ vaytar

« 0.8 mies 1o Cliy contre
« 13 miles 1 Heatvow Arpon (LHR)
@ Collect nights

Boutique hotel In the heart of Manfalr
Tradwonal hotel offering fne dining and

We have 1 left at

£140

494 people are currently looking at hotels in (]
London
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DECEIVED BY DESIGN EVERY STEP
How tech companies use dark patterns to discourage us from YO U TAK E

exercising our rights to privacy

27.06.2018 How deceptive design lets Google track users 24/7

27.11.2018
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Required:
Review

your data

settings

Get
started

Ads based
on data
from
partners.

Face
recognition

You are all
set

Return to

news feed




facebook

for example, women aged 18-34 who are
interested in gaming. We can help
advertisers do this without us telling them
who you are.

Let us know if you accept that we use data
from advertisers, app developers and
publishers based on your online and
offline activity, to decide which ads to
show you across Facebook Company
Products, including Facebook and
Instagram, as well as on websites, apps
and devices that use our advertising
services.

If you don't want us to use data from
partners to decide which ads to show you,
you can manage your data settings on

Facebook. Bear in mind that we'll still use

data from partners to provide, personalise
and improve our products, to promote
safety, security and integrity, and to
provide measurement, analytics and other

business services,las described in our

[ MANAGE DATA SETTINGS

\_/

ACCEPT AND CONTINUE

Ads based on data from partners

Before you manage your data settings,
these examples can help you decide what
choices to make.

@ When we use data from advertisers,
app developers and publishers to
decide which ads to show you, you
may see ads for hotel deals if you
visit travel websites. Or if a
business lets us know that you
bought running shoes, you may see
ads for other items of sportswear.

When we don't use this type of data,
you'll see the same number of ads,
but they may not be as relevant.

CONTINUE
Nl

< BACK

You control whether we use data from
partners to show you ads

Data from advertisers, app developers and
publishers about your activity off Facebook
Company Products helps us show you
relevant and useful ads. It includes your use
of these partners' websites and apps, and
certain offline interactions with them, such
as purchases.

This setting applies to ads that we show you
across Facebook Company Products,
including Facebook and Instagram, as well
as on websites, apps and devices that use
our advertising services.

Ads based on data from partners:

Allowed
O

Ads will be more relevant to you




NOT

|

@ //myactivity.google.com

=]
¢
Q-x
o
G
_—

€

You're in control




Hva godtar jeg na?

Google

Thanks, I
Email
_@gmall.com

> M 2 O &

Your Google Account comes with access to everything
Google: apps, music, games and more

\

)

Protect your phone

Prevent others from using this phone
without your permission by activating
| device protection features.

Learn more

| (®  Setup Fingerprint Scanner

O Set up PIN, pattern, or password

(O  No, thank you

\
N\

~

9

Google services

I com

Tap to learn more about each service, such
as how to turn it on or off later. Data will be
used according to Google's Privacy Policy.

Backup & storage

€ BackuptoGoogle

v
Drive .

Easily restore or switch
phones at any time. Backup
includes apps, app data,

call history, contacts device
settings (including Wi-Fi
passwords and permissions),
and SMS.

o

3

Send system data v

Help improve your Android ‘
experience by automatically
sending diagnostic and
device and app usage data
to Google. This will help
improve battery life, app
stability, network connectivity
and more. If you turned

on additional Web & App
Activity, this information will
be stored with your account
so that you can manage it in
My Activity.

Keep me up to date with
news and offers from
Google Play.

Install updates & apps

By continuing, you agree that this device
may also automatically download and in
stall updates and apps from Google, your
operator and your device’s manufacturer,
possibly using mobile data. Some of these
apps may offer in-app purchases. You can
remove these apps at any time

to work correctly. Turn these settings on for:

e com

Q Location History -

Saves where you go with your devices

[[] Device Information N

Stores info about contacts, calendars
apps, music and other data from
your devices

Voice & Audio Activity -

e

Records your voice and audio to improve
speech recognition

This data may be saved and used in any Google
service where you are signed in to give you
more personalised experiences. You can
your data, delete it and change your settings at
account.google.com

NO, THANKS
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6pm

6:00pm 6:03pm 6:05pm 6:08pm 6:08pm
6:10pm 6:11pm 6:13pm 6:15pm 6:18pm
6:19pm 6:19pm 6:19pm 6:20pm 6:20pm
6:20pm 6:20pm 6:21pm 6:21pm 6:21pm
6:21pm 6:22pm 6:22pm 6:22pm 6:23pm
6:23pm 6:23pm 6:23pm 6:24pm 6:24pm

6:24pm 6:24pm 6:25pm 6:25pm 6:25pm |
6:25pm 6:26pm 6:26pm 6:26pm 6:27pm |%,

6:27pm 6:27pm 6:27pm 6:28pm 6:28pm
6:28pm 6:28pm 6:29pm 6:29pm 6:29pm
6:30pm 6:30pm 6:30pm 6:30pm 6:31pm
6:31pm 6:31pm 6:31pm 6:32pm 6:32pm
6:32pm 6:33pm 6:33pm 6:33pm 6:33pm
6:34pm 6:34pm 6:34pm 6:35pm 6:35pm
6:35pm 6:36pm 6:36pm 6:36pm 6:36pm
6:37pm 6:37pm 6:37pm 6:37pm 6:38pm
6:38pm 6:38pm 6:38pm 6:39pm 6:39pm
6:39pm 6:39pm 6:40pm 6:40pm 6:40pm
6:40pm 6:41pm 6:41pm 6:41pm 6:41pm
6:42pm 6:43pm 6:43pm 6:43pm 6:44pm
6:44pm 6:44pm 6:45pm 6:45pm 6:45pm
6:46pm 6:46pm 6:46pm 6:47pm 6:47pm
6:47pm 6:48pm 6:48pm 6:49pm 6:49pm
6:49pm 6:50pm 6:50pm 6:50pm 6:51pm
6:51pm 6:51pm 6:51pm 6:52pm 6:52pm
6:52pm 6:52pm 6:53pm 6:53pm 6:53pm
6:53pm 6:54pm 6:54pm 6:54pm 6:55pm
6:55pm 6:55pm 6:55pm 6:56pm 6:56pm
6:56pm 6:57pm 6:57pm 6:57pm 6:58pm
6:58pm 6:58pm 6:59pm 6:59pm 6:59pm
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trillions of search queries to build spell-correction
models that we use across all of our services.

You're in control

Depending on your account settings, some of this
data may be associated with your Google Account
and we treat this data as personal information.
You can control how we collect and use this data
now by clicking 'More Options' below. You can
always adjust your controls later or withdraw your
consent for the future by visiting My Account
(myaccount.google.com).

MORE OPTIONS v

| agree to Google's Terms of Service

| agree to the processing of my information
as described above and further explained in

the Privacy Policy
CREATE ACCOUNT

DON'T CREATE THE ACCOUNT

Nett og appaktivitet: Paskrudd og gjemt vekk

MORE OPTIONS A

Customise your Google experience by confirming
your personalisation settings and the data stored
with your account.

You can always learn more about these options,
adjust them, and review your activity in your
Google Account (account.google.com).

Web & App Activity

Saves your searches, Chrome browsing
history and activity from sites and apps
that use Google services. This gives you
better search results, suggestions and
personalisation across Google services.

© Save my Web & App Activity to my
Google Account

@) Don't save my Web & App Activity
to my Google Account

Learn more

Ads Personalisation







COMPLAINT TO THE DATATILSYNET UNDER ARTICLE 77(1) OF THE EUROPEAN GENERAL
DATA PROTECTION REGULATION!

A. INTRODUCTION

Forbrukerradet(org.nr. 871033382), by Gro Mette Moen — Fred Olsens gate 1, 0152 Oslo has
been instructed by_ (“the complainant”) to file this complaint

on her behalf, on the basis of Article 80(1) of the GDPR.

This complaint is filed against Google LLC (“Google”), Amphitheatre Parkway, Mountain View,
CA 94043 USA.

The complainant wishes to raise concerns regarding the way Google processes her location
data. The complainant owns and uses an Android smartphone on a daily basis (Huawei P20
Pro 128GB) The device is associated to her Google user account.

12 ‘l



Sample of an ad bought by Times Opinion (not a live ad):

This ad thinks you're trying to lose
weight and still love bakeries.




Annonsgrenes forbrukermakt

1. Vurder risiko
2. Etikk i valg av kanal og metode
3. Still krav




Sjekk forbrukerradet.no



